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ABSTRACT



	The operations manual for End to End Commanding describes the concepts, issues, processes, and management of commanding International Space Station (ISS) payloads and payload support systems by a User or ground controller.
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�SECTION 1,  Introduction



	The End to End Commanding Operations Manual describes the end-to-end operations process of transferring a command from a User to the International Space Station (ISS) and/or payloads.  It includes a definition of commanding and related terminology.  This operations manual focuses on the issues, proposed concepts, and management of end to end commanding.  As Interface Control Documents (ICD) are developed between centers, information and impacts will be added to this document.  This is an operations manual, not a requirements document.  Several other POIC Operations Manuals are referenced in this manual and should be read for additional information about the specific subject area.





1.1 	Purpose



		The purpose of this document is to define the system capabilities for commanding to the International Space Station (ISS) payloads and payload support systems.  Items discussed include capabilities and command routing to and from:



	- User Sites



	- Payload Operations Integration Center (POIC)



	- Space Station Control Center (SSCC)



	- the space station on-board commanding systems



	- individual payloads on the space station



		It includes the participants involved and the interfaces required for end to end commanding.  The operations scenarios provide a sample of the types of commanding that will be required from a User’s facility to the on-board payload facilities.  The scenarios can not cover all possible situations for commanding, but they will provide normal operations scenarios for the payload community.





1.2 	Scope



		The scope of this document is to describe the commands and the interfaces required to accomplish a command transmission to a payload on the Station from a ground site.  The operations concepts in the manual are applicable to all partners, except for the Mission Control Center - Moscow (MCC-M) which has their own communication network to the ISS.  



















							1-1

1.3 	Related Documentation



	The following documents shown include the documents, specifications, handbooks, and other special publications that were used to develop this End to End Commanding Operations Manual.



MSFC-DOC-1949	MSFC HOSC Database Definitions



MSFC-RQMT-1440	Generic Requirements for the Enhanced HOSC System	



SSP 41154	Software Interface Control Document (ICD), Part 1,

	United States On-Orbit Segment To United States

	Ground Segment Command and Telemetry



SSP 41175-2	Software Interface Control Document (ICD), Part 1,

	Station Management and Control to International Space

	Station (ISS)



SSP 42018	International Space Station (ISS) United States On-Orbit Segment 

	(USOS) to Ground (Through TDRSS) Interface Control Document 

	(ICD)



SSP 45001	Space Station control Center (SSCC) to Huntsville Operations Support 

	Center (HOSC) Interface Control Document (ICD) Parts 1 and 2	



SSP 45025	Huntsville Operations Support Center (HOSC)  to National Space 

	Development Agency of Japan (NASDA) Interface Control Document 

	(ICD)



SSP 45026	Huntsville Operations Support Center (HOSC) to European Space 	Agency (ESA)  Interface Control Document (ICD)





	The following is a list of reference documents that were used to develop the End to End Commanding Operations Manual.



SSP 50304	Payload Operations Integration Center (POIC) Capabilities Document



SSP 50305	Payload Operations Integration Center (POIC) to Generic User Interface 

	Definition Document (IDD)

	

SSP 52000	EXpedite the Processing of Experiments to Space Station 

	(EXPRESS) Payloads Rack Interface Definition Document (IDD)



S684-10131A	Software Requirements for the Command and Control 

	Multiplexer/Demultiplexer (C&C MDM)	



MSFC-ICD-60056	Huntsville Operations Support Center (HOSC)  to Payload Data Library 

	(PDL) Interface Control Document (ICD)



MSFC -RQMT-1440 	Generic Requirements for Enhanced HOSC System (EHS)
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POIF-OC-0009	Payload File and Memory Transfer (FMT) Operations Manual,

	Preliminary, August 31, 1998



POIF-OC-0010	Timeliner Operations Manual 



POIF-OC-0006	On-Board Short Term Plan (OSTP) Management Operations 	Management Manual 



POIF-OC-0012	EXPRESS Rack Operations Manual 
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SECTION 2,  Command Information



	

	This section presents an overview of commanding that is related to all of the operational concepts and scenarios in the remainder of the document.  It includes an overview of the commanding process, a description of the types of commands and their format, and the control center database which supports payload commanding.





2.1 	Commanding Overview



	Commands provide instructions to a piece of hardware or a processor controlling that hardware.  End to End commanding is defined as the process of issuing a command (instruction) from an origination site to some final destination processor.  There are several possible command origination sites, and each can have different commanding scenarios:



	- Payload Operations Integration Center (POIC)



	- International Partner Control Centers (IP PCCs)



	- United States Operations Center (USOC)



	- Mission Control Center - Houston (MCC-H)



	- Portable Computer System (PCS)



	- Payload MDM Executive Software (PES) 



	Some of these command origination sites are from the ground while others are from on-board processors.



	The destinations of commands are to some payload or system processors on the space station.  Consultative Committee for Space Data Systems (CCSDS) based protocols are used for the transfer of all commands and data between the ground and the ISS processors.  Commands using the CCSDS protocol include:



	-  Standard Commands



	-  Data Load Commands



	-  File and Memory Transfer (FMT) Commands



	-  Telemetry	



	The uplink telemetry and on-board command processing systems provide the capacity to accept and process eight of each of the two types of commands: Standard Commands and Data Load Commands.  These two types of commands can be transmitted in any order and with any desired command separation as long as the processing rate is not exceeded.  Note that the maximum command rate using the maximum size commands can not be achieved if both of the audio channels are active.



2-1

The two command formats used on board the station are:



	-  Standard Commands



	-  Data Load/File and Memory Transfer Commands



	Standard Command formats are used to instruct or command a function at the destination of the command and are discussed in this manual.  Data Load/File and Memory Transfer Commands are used to transfer large amounts of data from a source to a destination.  Data Load command formats and some uses of them are also discussed in this manual.  Detailed information on Data Load/File Transfer Commands can be obtained in the Payload File and Memory Transfer (FMT) Operations Manual, (POIF-OC-0009 - August 31, 1998).



	Each project and facility’s command database will be developed from inputs from the station program and the assigned payloads for that increment.  The space station program inputs define the space station systems and subsystems commands to be used to control space station hardware.  User inputs define payload specific command data to be included in their database build which will allow Partner Control Centers (PCC) to control their operations from the ground.  For each increment a project command database will be developed to define each command structure, its associated data, and the applicable command attributes (nominal, critical, hazardous, etc.).





2.2 	Control Center Database Overview



	Each control center will have a database which contains all the commands and their associated characteristics to operate their facilities.  Those control centers connected to the Huntsville Operational Support Center (HOSC) will utilize the Enhanced HOSC Systems (EHS).  Other control centers will create and maintain their databases and either interface through the HOSC or the SSCC.  All control centers will incorporate the CCSDS format and the command types when commanding to the ISS.



	Command processing from the HOSC utilizes the EHS system which is database driven.  Commands may be Predefined or Modifiable and both  have their advantages.  A Predefined (fixed) command requires no updating prior to uplink and can be checked once during the database build since no part of the command can be changed.  Modifiable commands provide the system users with more flexibility but require that the command be checked each time prior to uplink because data within the command can change.  Commands can also be "grouped" or linked together.  This grouping of commands is used to uplink several commands automatically and is initiated from a single keyboard entry. 





2.3		Command Types



	POIC will uplink several different types of commands.  First the POIC creates an Operational Command Database (OCDB) which contain Predefined and Modifiable Commands defined by payload users and/or POIC controllers.  Predefined Command are those which were predefined during the database creation and are fixed both in data content and length.  Predefined Commands can not be modified during real time operations.  Modifiable Commands on the other hand are those commands that were identified during  
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database creation which are modifiable during real-time operations.  Modifiable Commands can have modifiable data fields, a modifiable length, both modifiable content and length, or either fixed and the other modifiable.  Before a Modifiable command can be uplinked, they must be filled with data and stored back to the OCDB.  Predefined and Modifiable Commands are created, controlled, and managed at POIC.



	Once the OCDB is completed, the POIC will go to the Mission Build Facility (MBF) Command Database and pull out ISS Core System Commands which have been approved by MCC-H to be uplinked from POIC.  Example of these commands include; Payload Support System (PLSS) commands, High Rate Frame Multiplexer (HRFM), and other telemetry processing hardware.  Commands from the MBF are classified as Instantiated and Template Commands.  The Instantiated Commands do not contain some of the requirements in the CCSDS header.  These commands are referenced in the database by their logical data endpoint (ie. HRFM, PLSS, etc.).  Instantiated Commands are predefined and fixed in content and length.  In cases where Instantiated Commands are not practical a Template Command will be used.  As with POIC’s Modifiable Command the Template Command data must be filled before it can be uplinked.  Due to the different CCSDS header, when POIC uplinks an Instantiated or Template Command, MCC-H will compare the command to a list in MCC-H’s database to determine if POIC can uplink that command.  If POIC is authorized to uplink the command, MCC-H will complete the CCSDS header and forward the command to ISS. 



	Once POIC has retrieved the authorized Instantiated and Template Commands from MBF, it will combine them into the OCDB.  Once combined, the OCDB will be provided to the POIC and users for payload operations.



	Predefined, Modifiable, Instantiated, and Template Commands can all use the Standard or Data Load Command formats for uplinking their data. 





2.3.1	Standard Commands



	Standard Commands are used to instruct or command a function at the destination of the command and must be between 24 to 64 16-bit words in length (62 words for a command sent through the Orbiter Interface Unit (OIU) interface).  If the total command length, including the headers, user data, and checkword, is less than 24 16-bit words, fill words (zeros) will be inserted so that the total command length is 24 words.  The maximum number of user data words that can be entered are 13 words in a 24 word command and 53 words in a 64 word command.  Standard Commands are transferred between microprocessors on board the station using standard command transactions on the 1553-B data buses.  Figure 2-1  Standard Command Format, illustrates the format and content of Standard Commands.



	As described in Section 2.3, all commands will be available either as a Predefined, Modifiable, Instantiated, or Template command.  Depending on the onboard processor and destination, the data parameter values may be filled.  Other commands will be available with no parameter values filled in and will require the data parameter values to be inserted at the command source.  When command templates are used, the United States Ground Segment (USGS) must have software that will validate the inserted value parameters and ensure they are correct.  These template commands are the planned method for configuring payload activities and payload support systems by the POIC.
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Note: Standard Commands routed through the Orbiter Interface Unit (OIU) may only contain a maximum of 51 words of user data because the last two words are reserved for Orbiter Interface Unit (OIU) processors.



Figure 2-1  Standard Command Format
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2.3.2	Data Load Commands



	Data Load Commands provide the ability to load one block of data at a time.  A Data Load command has 14 overhead words.  Data Load commands for United States On-Orbit Segment (USOS) destinations may contain, in addition to the 14 header words, 1 to 256 user data words.    



	The maximum size for a Data Load command to the USOS via the S-Band is 270 16-bit words long (14 overhead words  + 256 user data words). The minimum size is 15 words (14 overhead words + 1 user data word).



	Figure 2-1, Data Load Command Format, illustrates the format and content of a Data Load  command. 



	Table 2-I, Data Load Command Field Definitions, explains the content for each word within a Data Load command.



	Data Load and File and Memory Transfer commands have the same specific values in the secondary header which identifies them as Data Load /File and Memory Transfer commands.  Both command transactions are transferred on-board using nine 1553-B messages.  Data Load commands are normally used to uplink and update a table or memory location while File and Memory Transfer commands are used to uplink a file (many blocks of data).



Notes:

  

1)  OPs Data Load commands, similar to Data Load commands, are restricted to 64 words  and use the Standard Command structure (8 overhead words + 56 user data words).  OPs Data Load commands are used to update OSTP activity records on-board.



2) The Attached Pressurized Module (APM) uses Data Load/File and Memory Transfer commands up to 288 words long.
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�

Notes: 

1)  OPs Data Load Commands are 64 words in length and use the Standard 

     Command format.

2)  Attached Pressurized Module (APM) Data Load Commands may be a maximum of 288 

     words in length.



Figure 2-2  Data Load Command Format 
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Word #�Field Name�Field Value�Description�� 1 - 7�United States On-board Segment (USOS) Command Header� � See Section 2.4.1. �� �Command Identifier

 (7 bits)�1                [2]�Identifies the command as a Data Load command.��8�System / User Application Software (UAS) Command Indicator�1                [2]�Identifies the command as a system or Command and Data Handling (C&DH)  command.���Function Code (8 bits)�3                [2]�Identifies File and Memory Transfer (FMT) command handler.��9�Spare����10�Legal Station Mode (LSM) Word 2�[2]�Array of bits indicating legal station mode;  comes with each command template.�� �Spare����11�Memory Type�"0"-Random Access Memory (RAM)

"1"-Electrically Erasable Programmable Read Only Memory  (EEPROM)                 [3]�Indicates type of memory being written to (RAM includes both Dynamic Random Access Memory (DRAM) and Static Random Access Memory (SRAM) on SPD card).���Data Length�1 to 256     [3]�Number of data words to be loaded (must be greater than 0 and less than or equal to 256).��12�Start Address: Least Significant Word (LSW)�[3]�Address at which to start loading the attached data block.��13�Start Address: Most Significant Word (MSW)�[3]���14 to N�Data Block to be loaded�[3]�Memory image of data to be loaded.���Checksum�[1]�Checksum.��[1] Field inserted by Mission Control Center - Houston (MCC-H).

[2] Parameter in the Template for each Data load Command.

[3] Part of the actual data load.
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2.4	Command Content Overview



	This section is an overview of the contents of a CCSDS command and is intended to be an overview for operations personnel.  For detailed information of each of these parts, see SSP 41154, USOS to USGS Command and Telemetry Document Figure 2-3, General Command Packet, illustrates the contents of a CCSDS Command packet.



	All commands from the ground (Standard and Data Load) contain a Primary Header, a Secondary Header, user data, and a checksum.  





2.4.1	Command Headers



	The Primary and Secondary Headers (16 bit words) contain all the necessary information for ground and on-board processors to route, process, and execute the commands.  The Primary Header is the first three words of a command.  The Secondary Header begins in word 4 and is five words long.  See Figure 2-3, General Command Packet, for additional details of the headers.







� EMBED Excel.Sheet.5  ���





Figure 2-3  General Command Packet 
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2.4.2	Application Process Interface Identifier (APID)



	The APID is a parameter in the primary CCSDS header (word 1) of all command and data transactions between the ground and the space station.  APIDs are used to represent a source/destination pair and the logical path between the source and destination.  On-board processing maintains the logical to physical relationship between the APID and the path to the command's destination.



	There are two sets of APIDs: "Type = 0" are labeled for core systems and "Type = 1" are labeled for payload systems.  In general, core systems  APIDs are used for core or system data and Payload APIDs are reserved for payload functions.  Currently, the POIC has assigned APIDs to every payload location on the  ISS.  This means that the POIC has the source/destination combination to command to any payload location (international and United States locations). 



	APIDs have been assigned such that the only ground command source that sends commands to core functions is the MCC-H.  The POIC does not have APIDs to payload core functions.  It is planned that when the POIC has requirements to command to payload core functions, the POIC would uplink core function commands containing the MCC-H APIDs.  Core function commands (containing MCC-H APIDs) would be downloaded from the MBF and stored in the POIC database.  These commands which will be downloaded from the MBF would be preplanned and approved by the MCC-H and the POIC during the increment planning cycle.





2.4.3 	User Data



	Data fields (words) after the primary and secondary headers and any other header words are reserved for Users to enter experiment routing, data, and instructions for payload systems and experiment equipment. 



	The user data in the body of a command is unique to each command.  In Standard Commands, user data starts with word 11 and in Data Load commands the user data starts with word 14.  The format of the user data is defined by the receiver of the command.  In the event that all user data words are not used, the Station receiving hardware may expect the unused portion to be zero filled.  This will be determined by the end processor.





2.4.4 	Checksum



	The last word in CCSDS command uplink packets is the checksum (checkword) that provides a data integrity check for the contents of the entire command packet (except the checksum position itself).  The presence of the checksum is required for all uplinked commands, Standard and Data Load packets.  The checksum is the very last word of a CCSDS command packet.  Commands leaving the HOSC has the checksum added and MCC-H will verify and re-compute before uplinking to ISS. 
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2.5	Command Time Authentication



	The on-board authentication of a command's time field performs a comparison of the time value contained in the command’s secondary CCSDS header (in un-segmented CCSDS time format) with the current on-board time.  The command will be rejected if the command’s time is not within 1 minute of the current on-board time.  The purpose of this time authentication is to ensure that the command is not a recording of a previous command.  MCC-H is responsible for recalculating all time fields for commands before being uplinked to ISS.



	All commands, with exceptions to the following, are required to use command authentication:



	1)  Commands received from the Orbiter’s General Purpose Computer (GPC)



	2)  Commands to the Attached Pressurized Module (APM)



	3)  Commands received from on-board sources



	4)  Time-tagged commands



	Data Load commands that originate from ground commanding sources may set a Time ID field to indicate whether they are a real-time command and subject to time authentication checking.  A Time ID field value of “01”B (binary) indicates a real-time command that is subject to time authentication checking.  A command which will not be time authenticated will have the Time ID field set to “00”B (binary).



	Time authentication is not performed on Data Load commands processed while an MDM is in the diagnostic state and the MDM is being controlled by the MDM’s Boot and Diagnostic (B&D) software.  The MDM B&D function is controlled by MCC-H.  During the function, the POIC will not have commanding capabilities.





2.6	Hazardous Commands



	Hazardous commands for the US segment can only originate from the POIC.  All other sources that submit hazardous command uplink requests will be rejected by the POIC.  Hazardous commands can not be used in chains, groups, or scripts.  



	Hazardous commands will be uplinked only after pre-coordination with the Payload Operations director (POD) and Johnson Space Center (JSC) Flight Director.  All hazardous commands are disabled for uplink in the command database and must be enabled prior to uplink by the privileged POIC controller.  Once the hazardous command has been uplinked, EHS software will automatically reset the command status to disabled.  IP’s that have hazardous commands must also coordinate with the POD and Flight Director.
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�SECTION 3,  Operational Ground Rules & Constraints



	This section discusses end to end commanding ground rules and assumptions, the commanding communications system components including network interfaces, commanding facilities, the TDRSS uplink system, and on-board commanding components such as on-board command processes, command responses, and command logs.





3.1	Ground Rules and Assumptions



	The following ground rules and assumptions are applied to the discussion of the command system and interfaces, command processing, and commanding roles and responsibilities.



	1)  The term “International Partner” (IP) is used to define all international partners 	with the exception of the U.S. partners.



	2)  The term “ISS Partners” refers to all commanding users, both U.S. partners and 

 	International Partners.



	3)  A "Partner Control Center" (PCC) is defined as the controlling center for 	commanding operations for a partner.



	4)  All ISS Partners have a PCC to serve as the focal point for their commanding 	activities.



	5)  The United States Operations Center (USOC) is a center located within the 	Huntsville Operations Support Center (HOSC) used by Principle Investigators to 	operate their payloads from the Marshall Space Flight Center (MSFC). 



	6)  The Mission Control Center - Moscow (MCC-M) will not command to or 	through the Payload Operations Integration Center (POIC).



	7)  During nominal operations the MCC-M will not command to or through the 	Mission Control Center - Houston (MCC-H).



	8)  MCC-M has their own communication network to the space station.  
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3.2	Ground Command Network Interfaces



	Ground payload commanding facilities that interface with the POIC include the ISS PCCs and the Space Station Control Center (SSCC).  The IP community PCCs, which includes the European Space Agency (ESA), the National Space Development Agency of Japan (NASDA), and the Russian Space Agency (RSA) coordinate with POIC controllers in the HOSC and system controllers at the SSCC for the integration and operation of payloads controlled from their facilities.  PCC’s general requirements and interfaces are discussed in Section 3.4 of this manual. 



	As described earlier, the RSA will not command through the POIC however, payload planning and operations coordination will be planned.  The United States PCC (US PCC) is responsible for coordinating with all U.S. managed payloads.  This includes payloads for the Canadian Space Agency (CSA), Agencia Spatiale Italiano (ASI), and possible future payload activities for the Brazilian and Argentinean space agencies.

 

	Remote Principal Investigator’s (PI) facilities called Tele-Science Centers (TSC) are funded and maintained by the payload users.  The MSFC TSC is responsible for payloads developed by MSFC.  The USOC, built by MSFC, has the same systems as those available in the POIC and is available to and operated by PI organizations or teams.  All TSCs will coordinate their operations through the US PCC located within the HOSC.  



	These facilities are linked together by communications lines, or networks, which carry information to support payload operations on-board the ISS.  Uplink payload data consists of commands and uplink files.  These commands are developed by the Users and during payload operations are sent from their workstations located at the USOC, TSCs, or PCCs to the EHS server within the POIC or to the SSCC.  Commands sent to the POIC are first validated, (see Section 3.3.1), then sent to the MCC-H for additional processing and uplinking to the ISS.



	The flow of a command follows a set path through the links established by the program. The subsequent sections define the command flow on a link to link basis. An illustration of the complete command network is provided in Figure 3-1, Command Network.
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Figure 3-1 Command Network
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�3.2.1	HOSC/SSCC Ground Command Interface



	Ground messages and system status which are used to manage the interface between the HOSC and the SSCC are transmitted between the two facilities.  The HOSC initiates and is responsible for certain messages while the SSCC initiates and manages other messages.  Most of the messages are dependent upon receipt of a message from the other center.  Figure 3-2, Command Communication Sequence, illustrates the sequence and type of communications exchanged between the HOSC and the SSCC.





			      �





Figure 3-2  Command Communication Sequence





	The first message sent to the SSCC is the "Real Time Command Connect Request Message".  This message is sent from the HOSC to the SSCC to set up and to connect the two center’s ground command Transmission Control Protocol/Internet Protocol (TCP/IP) interface.  



	Once the SSCC receives the request, the SSCC connects the interface and sends an acknowledgment response (ACK) message back to the HOSC, and  at the same time starts sending the SSCC Command System Health and Status (H&S).  



	Once the HOSC receives the SSCC Command System H&S, it starts transmitting a "Real-Time Heartbeat Message" to the SSCC once every ten seconds as long as the interface is connected.  This heartbeat message is an interface check that verifies that the two control centers are still connected and the command link is operational.  



	As long as the heartbeats are received, the SSCC will continue to send its H&S information.  When the SSCC detects three real-time heartbeats from the HOSC have been missed, the SSCC will automatically disconnect the HOSC interface for real-time commanding.  Both the SSCC and the HOSC can request to disconnect the command connection.  When the connection is disabled, all heartbeat and H&S data is terminated.
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	The SSCC command H&S data contains information about the state of the command communication system.  This status information will include:



	a)  Loss of the Tracking and Data Relay Satellite System (TDRSS) 	signal/Acquisition of Signal (AOS).



	b)  Enabling of the HOSC for commanding, or disabling of the HOSC for 

            commanding.



	c)  Safe/Unsafe status of the overall SSCC command system.



	d)  Verification that  the SSCC processors are in a checkpoint/checkpoint restore 

             configuration.



	e)  Identification of the current command path to the ISS (i.e. S-Band, Orbiter 

            Interface Unit (OIU), Mission Control Center - Moscow (MCC-M)) in  use at 

            the MCC-H.





3.2.2	HOSC/Lewis Ground Command Interface



	The commanding interface from the NASA Lewis Research Center (LeRC) to the Huntsville Operations Support Center (HOSC) is (TBD).   A HOSC to LeRC Interface Control Document  (ICD) will be developed to document the interface.





3.2.3	HOSC/Ames Ground Command Interface



	The commanding interface from the NASA Ames Research Center (ARC) to the Huntsville Operations Support Center (HOSC) is (TBD). A HOSC to ARC Interface Control Document  (ICD) will be developed to document the interface.





3.2.4	HOSC/ESA Ground Command Interface  



	The HOSC will support Standard Commands, Data Load Commands, and Command Groups (TBR) from ESA for ESA payloads connected to the USOS C&DH.  The HOSC will support a programmatic interface for ESA to update and uplink both POIC resident commands and remotely generated commands.  



	The following command responses for ESA commands will be provided to ESA from the POIC: 



	1)  ESA to the POIC.  This indicates an ESA command was received at the POIC.



	2)  POIC to the SSCC.  This indicates the POIC transferred the ESA command to 		the SSCC for uplink.



	3)  SSCC to the USOS.  This indicates the SSCC has uplinked the ESA command.
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	Command response types between the POIC and ESA are still in work and will be determined once ‘SSP 45026 - HOSC to ESA ICD’ document is completed. 



	Once the APM element becomes operational, the command interfaces will be changed. Commands for ESA payloads in the APM element will be sent directly  to the SSCC, bypassing the POIC.  The ESA will provide a programmatic interface to the HOSC which will contain the integrated command status for all ESA payload commands generated from ESA which are transmitted to the SSCC.  However, overall command management for payloads will remain at the POIC. 





3.3	Partner Control Center (PCC) Roles AND 	Responsibilities



	The RSA manages their command uplink to the ISS using the communication link established by the RSA for their activities and will not utilize the other partner’s command systems or servers.  The other partner’s command uplink is managed and controlled from the POIC and the MCC-H.  Users requiring command capabilities will route commands to their appropriate control center; to the POIC for payload commands, to the SSCC for system commands.



	The POIC integrates all partner’s payload command requests (except the MCC-M)  into a schedule of payload command uplinks.  The Command Plan Management Tool (CPMT) software is part of the Operations Control Mission Software (OCMS) suite of software tools that will be used to manage and create a schedule for all payload commanding.  This schedule is then provided to the SSCC and Users where it is used in pre-planning the uplink resources.  For additional information concerning the CPMT, see the  (HOSC-SRS- Document - TBD).



	The SSCC commanding functions include integrated operations planning, systems monitoring, and systems commanding.  The SSCC and the POIC are linked together by communications lines, or networks, which carry information to support both system and payload operations.  The process for routing and uplinking a command to the ISS starts from a user’s facility, goes through the POIC and/or the SSCC, then on to the ISS.  Figure 3-3, Payload Interfaces and Operations Centers,  illustrates the interfaces between the operations centers used for payload commanding.
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�







Figure 3-3  Payload Interfaces and Operations Centers







3.3.1	Payload Operations Integration Center (POIC) Functions



	The POIC, located at MSFC, integrates all payload operations planning, command requirements, and real-time payload control activities from all of the PCCs.  The POIC contains the personnel, hardware, software, and communications interfaces to support payload operations to all U.S. managed users and the IP PCC facilities.  It provides support to the user community with payload command and file and memory transfer integration for the ISS.  The POIC assists the user in generating and coordinating command uplinks to and from their on-board facility during real-time operations. 



	Payload data consists of commands which are either routed to the SSCC indirectly through the POIC, directly to the SSCC, or by a combination of the two routes.   MCC-M 
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utilizes their own networks and nominally will not interface with the POIC or the SSCC for routing and uplink.  All U.S. payload commands and files are sent from user workstations 

located at TSCs and/or the USOC to the HOSC during payload operations.  Once validated, the U.S. payload commands are routed to the SSCC for uplink processing to the ISS.  The U.S. payload files are placed in the HOSC external interface server for the SSCC uplink processing (see POIF-OC-0009, "Payload File and Memory Transfer (FMT) Operations Manual " for more information about file transfers).



	Some of the IP PCCs will send commands to the SSCC for processing due to communications network implementations between the two facilities.  Payload commands bypassing the POIC will first be coordinated and scheduled through the POIC.  This coordination between the IP PCCs and the POIC is required to ensure user command requirements do not exceed system resources.



	Other IP PCCs will be configured to send payload commands through the POIC and system commands directly to the SSCC.  In this situation the POIC will validate and process the IP’s payload commands, and the SSCC will validate and process the IP’s system commands for uplink.



	A nominal command process in the POIC will include receiving a command from a user, performing command checks, and forwarding the command to the SSCC for uplink to the ISS. The command checks performed by the Enhanced HOSC System (EHS) software include the following:



	1)  Verify that the command mnemonic exists in the Operational Command 	Database (OCDB).



	2)  Verify all modifiable fields are complete.



	3)  Verify the User requesting the command is authorized to access the command.



	4)  Verify that the command subsystem is enabled for uplink.



	5)  Verify the requesting User is enabled for uplink.



	6)  Verify that the selected command is enabled for uplink.



	7)  Ensure that the command bit pattern does not match any hazardous commands 	identified in the  OCDB (unless the intent is to uplink the hazardous command).



	8)  Verify that the workstation which issued the command is a valid source for 	commanding.



	Once these steps are completed with no errors, the command will be placed into the command queue. The command queue exists to allow the EHS command interface to support multiple users.  Commands from the EHS command queues will be forwarded to the SSCC at a maximum rate of eight Standard and eight Data Load commands per second for uplink to the ISS. 
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	Commands from POIC to SSCC will include partner payload commands and payload support systems commands.  Command uplink requirements are preplanned and compared to system resources which will then be used to build a command uplink plan to determine optimum uplink feasibility.  SSCC will not process payload commands or files from the IPs without prior approval from the POIC.  MCC-M has their own communication network and will not command through POIC and only as backup through SSCC. 



	Valid Command Acceptance Responses (CAR) from SSCC and Flight System Verifiers (FSV) from the ISS will be sent back to the POIC for confirmation of valid command processing at distant ends, (see Section 3.7).  The processing of these responses are configurable within the EHS in order to provide the most flexibility at the POIC.  The SSCC will send these command response acknowledgments to the HOSC within one second of the commanding event being acknowledged. 



	User command tracking will be performed by the POIC for each command issued from or through the POIC.  Additional tracking mechanisms at the SSCC, such as command uplink logs, and command histories, will be made available, if requested, to payload users for determining the status of each command/file received by and issued from the SSCC.





3.3.2	Space Station Control Center (SSCC) Functions



	The SSCC (or as many times refereed as MCC-H) manages overall operations, systems management, crew safety, and ISS integrity.  The SSCC also provides command and control capabilities for the ISS during all ground and on-orbit activities.  The SSCC functions include station operations planning, systems monitoring, commanding, voice communications, video processing and display, core data processing, orbit planning, and crew safety.



	The SSCC commanding responsibility includes the overall control and management of the Station facilities.  As such, the SSCC must coordinate commanding for all space station segments except the Russian segment.  The SSCC and the MCC-M will maintain a support group at each facility in the event that one control center should lose communications.  The SSCC ground segment will provide the capability to receive, process, and multiplex into the uplink command stream Standard and Data Load Commands from the following control centers and IP PCCs:

			

	1)  Payload Operations & Integration Center - (POIC)



	2)  Japanese Space Station Integrated Promotion Center - (SSIPC)



	3)  Attached Pressurized Module Operations Center - (APM-OC)



	4)  Mission Control Center Moscow - (MCC-M) (Backup)



	With the exception of the MCC-M, all commands for payloads and subsystems on-board the ISS will  be commanded through the SSCC.  Eight  Standard Commands and eight Data Load commands per second is the uplink rate from the SSCC to the ISS.  Commanding from the SSCC to the on-board Command and Control 
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Multiplexer/Demultiplexer (C&C MDM) command interface is normally achieved via the high rate S-Band uplink path (post flight 5A).  This high rate S-Band operates at three different bit rates depending on the number of active audio channels, as shown in 

Table 3-I, S-Band Bit Rates.





Table 3-I S-Band Bit Rates

		   		

				�





NOTE:  Maximum command rates to the USOS cannot be achieved with both audio 

	      channels active.  Maximum command size at maximum uplink rate to USOS 

		 requires 43.264 K-bit/sec.





	Coordination between the SSCC, the POIC, and the IP PCCs is crucial to ensure efficient overall station operations, payload activities, and safety.  Payload commands and payload file and memory transfer commands not coordinated first through the POIC will be disabled at the SSCC until approval from the POIC flight team is given.  The SSCC will coordinate payload activities with space station activities for overall space station management.



	SSCC will also store and provide archive ISS systems data including, but not limited to, ISS core systems telemetry, command histories, and Zone of Exclusion (ZOE) data.  The archive system will not store payload telemetry.  The archive system will provide different capabilities depending on the age of the request.  Typically, data less than 24 hours old is retrievable within 5 minutes.  Data 24 hours or older but less than 1 year old is retrievable within 30 minutes.  Data older than 1 year is retrievable within 24 hours.



	The HOSC will send an ‘Archive Request File’ to SSCC stating what data is requested.  Once the archive data is retrieved by SSCC, it will be put into a file and sent to the HOSC.  The method and interface of this archive file is TBD.





3.4	User Centers General Requirements



	User sites in the U.S. will be able to establish connections through the POIC to command payloads.  These connections through the POIC will utilize the EHS protocols and system located in the HOSC.  For additional information on these connections from User sites to the POIC see the "SSP 50305 - POIC to Generic User Interface Definition Document".  Once connected, the User site will be capable of sending commands to the ISS.  There are four options available to the user to uplink a command:
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	1)  The user may select commands from a list of accessible commands and uplink.



	2)  The user may uplink a command by associating a command mnemonic with a 	button on a display.



	3)  The user may enter the command mnemonic on the scratch pad line and uplink.



	4)  The user may specify the command mnemonic in a script which will uplink the 

	command as the script executes.



	Details of the U.S. user's interface to the EHS and the IP Control Center’s interface to the  ISS are discussed in the following paragraphs.



	U.S. remote facilities and TSCs will be able to command to payloads on the space station when configured either as an internal or external user.  Users will be able to utilize the EHS workstations either internally and/or externally to the POIC facility.  The following sections discuss external users only, internal users were addressed in the POIC section.



	External users, using an EHS workstation or workstation emulator, will be able to issue commands from their facility.  In order to be defined as an EHS workstation, the user's workstation must host the command subsystem user applications locally and the command data to be used during a mission must be  maintained on the EHS command server for that project.  When these conditions are met, the user will be compatible with the POIC to issue commands from their site through the POIC to their ISS payload facility.



	Other external users use a "non-EHS workstation" for commanding to their payloads.  The requirements mentioned above are waived and the user’s control center must develop and maintain their own commanding software and command database.  When this type of user submits commands for uplink, the user’s center is responsible for satisfying the command server interface requirements defined in the "SSP 50305 - POIC to Generic User Interface Definition Document (IDD)" and the "POIC to TSC Interface Control Document” (TBD).





3.4.1	United States Operations Center (USOC) and Tele-Science 	Centers (TSCs)



	Within the HOSC, the USOC functions as a control center for payload operations by Users that prefer to manage their payloads from the HOSC.  Interfaces are provided to the US PCC for coordination of commands to their payload.



	TSCs are User centers set up to allow experimenters to command and control payloads from locations at or near their normal work place.  Capabilities will be provided through the EHS to receive and queue TSC commands.  The USOC, TSCs and other commanding centers using EHS systems commands will be queued and uplinked on a first come first served basis, except in situations where an anomaly exists.  A command uplink plan is generated by the POIC and is available within the EHS and the Payload Information Management System (PIMS) which will be used to manage payload commanding. 
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3.4.2	Canadian Space Agency (CSA)



	All commands for CSA payloads will be originated from the US PCC.  No commanding or file/memory  transfer capabilities exist  from the Canadian Space Operations Center (CSOC).





3.4.3	European Space Agency (ESA)



	ESA will be provided an interface into the EHS command system so that ESA payloads in the US element can be commanded from sites in Europe in the same manner as any other remote center.  The ESA will also have a command interface to the SSCC for system commands.   It is planned that ESA will command through the POIC until the APM element is operational.  After the APM element is operational the ESA command interface will be directly through the MCC-H.  Coordination with the POIC will be required for all ESA payload commanding regardless of the networks used for commanding.





3.4.4	National Space Development Agency of Japan (NASDA)



	Commands for the Japanese Experimental Module (JEM) payloads will not be managed through the POIC.  Commands from the NASDA will be uplinked directly to the MCC-H.  Coordination with the POIC will be required for all NASDA payload commanding.





3.4.5	Russian Space Agency (RSA)



	Commands for the RSA payloads will not be managed through the POIC or the MCC-H. The RSA has their own command and telemetry interface to the ISS.  Mission Control Center - Moscow (MCC-M) and MCC-H will provide backup control centers for the other at each of the locations.  If one control center fails, they will switch to their backup center. 





3.4.6	Brazilian Space Agency



	The current concept for any commanding operations for the Brazilian Space Agency is to be controlled and managed from the US PCC.





3.4.7	Argentinean Space Agency



	The current concept for any commanding operations for the Argentinean Space Agency is to be controlled and managed from the US PCC.









3-12



3.4.8	EXPRESS Facility



	The EXPRESS rack is an international payload rack (ISPR ) outfitted with additional hardware for accommodating small sub-rack payloads.  The EXPRESS rack is a lower tier node attached to the PL MDM.  



	Commands destined for the EXPRESS facility will first go to the C&C MDM where they will be passed on to the PL MDM.  The PL MDM will then forward the commands to the EXPRESS facility Rack Interface Controller (RIC).  The RIC, located in the EXPRESS rack, receives, processes, and routes all commands for lower tier EXPRESS rack facilities.  



	Command formatting will use the RIC as the destination node and include lower tier system routing information in the user data fields.  For additional information, see the "SSP 52000 EXPRESS Rack Operations Manual" document.



 

3.5	Tracking and Data Relay Satellite System (TDRSS)



	The Tracking and Data Relay Satellite System (TDRSS) consists of satellites in geosynchronous orbits and a dedicated ground station located at the White Sands Ground Terminal (WSGT).  The POIF, through the SSCC, utilizes the S-Band and Ku-Band antennas on the TDRSS to communicate to and from the ISS.  The S-Band is used to send commands on-board and receive telemetry from on-board.  The Ku-Band is used to downlink experiment data to the ground.  The WSGT is responsible for monitoring and controlling the TDRSS.  



	The terms uplink and downlink refers to the signals to and from the ISS.  Uplink is commonly referred to as the command link while the downlink is referred to as the telemetry link.  The TDRSS provides the means for sending commands and receiving telemetry to and from the ground, the ISS, and to User’s experiments.





3.6 	On-board Command Processes



	Commands are received from the ground via the 72 Kbps S-Band uplink and routed on-board via 1553-B Multiplexed Data Bus packets.  The 1553-B local data bus routes the command packets to the C&C MDM where further processing requirements are assessed and carried out. Commands are checked for their proper source and destination by the C&C MDM and routed to the appropriate ISS end-node.  Commands identified by the C&C MDM as time tagged commands will be stored in one of two Time Tag Command Queues until time to execute.  Other possible destinations for commands are:



	-  Payload MDM



	-  Payload Ethernet Hub Gateway (PEHG)



	-  Communications Outage Recorder (COR)



	-  Automated Payload Switches (APS)
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	-  High Rate Frame Multiplexer (HRFM)



	-  International Standard Payload Racks (ISPR)



	-  ISS core system processors



	Command packets are transmitted via the 1553-B on a shared bandwidth, with standard processing being nine Data Load command packets and two Standard Command packets transferred over the 1553-B every 100 ms frame.  Each 1553-B packet is 32 16-bit words long and is often referred to as a “Box Car”.  



	Payload commands will be routed to the proper destination equipment using the 1553-B interface.  Ground commanding will have priority over on-board commanding to assure the transfer of uplinked information during satellite Acquisition of Signal (AOS) periods.  In addition to the SSCC commanding, there are a number of additional command sources, including eight  crew laptops, core and payload Timeliner commands, OSTP commands, and time-tag command queues.  The C&C MDM software interface handles both Standard and Data Load/File and Memory Transfer (FMT) commands and can process up to ten commands per second.  In the event that multiple sources or a single source issues commands at rates which exceed the on-board transfer and processing rates, the C&C MDM has software that can buffer up to three seconds of commands.  





3.6.1	Timeliner



	The purpose of this software application is to execute automated procedures for payload operations in the U.S. laboratory  and for other 1553-B bus extensions.  These procedures will be written and compiled on the ground and uplinked to the Payload MDM for execution.  The procedures are constructed using User Interface Language (UIL) "sequences" which contain the actual logic, commands, data read, etc. statements for the procedure.  



	The sequences may be further decomposed into a maximum of fifty “sub-sequences” if necessary.  A maximum of ten sequences may also be combined in a larger unit called a “bundle”.   A maximum of ten bundles comprises one procedure.  The compositional units of a single procedure are (from smallest unit to largest):



	-  Sub-sequence = Up to fifty sub-sequences per one sequence.



	-  Sequence = Up to ten sequences per one bundle.



	-  Bundle = Up to ten bundles per one procedure.  



	Commands from the Timeliner are executed at a rate of one command per second per bundle for a maximum of ten  commands per second from the Timeliner application.  For additional information, see POIC-OC-0010,  "Timeliner Operations Manual" document.
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3.6.2	On-Board Short Term Plan (OSTP)



	The OSTP provides a method for scheduling the tasks of the crew, payloads, and station systems operations.  It is the active timeline centrally managed by the Command and Control Software (CCS) in the C&C MDM for all space station functions.  Tasks which are to be completed either automatically or by the crew are described using "Activity Records".  Up to a total of 1,000 Activity Records can be loaded and stored in the OSTP.  When viewing the OSTP, the ground or crew will be able to examine the status of each record.  It is anticipated that the OSTP will be modified via bulk update files, uplinked from the On-board Editor Viewer (OEV), either daily or when a large number of modifications exist.  Bulk updates will be accomplished from the SSCC.   



	Commanding options will be to delete old activities, modify current activities, and add future activities.  No hardware constraints exist that would limit frequent changes of the OSTP.  Activity modifications can be easily commanded, however, the frequency of these modifications will be addressed in Joint Operations Integrated Procedures (JOIPs).

  	

	The Plan Manager Maintain Software function is responsible for implementing queued commands which will modify the data structures stored in the Current Value Table (CVT) of the C&C MDM.  Several commands can affect the OSTP operations and are used to manage activities on-board.  The commands effecting OSTP activities are:



				-  Add			-  Modify



				-  Start			-  Stop				



				-  Delete		-  Delete Range



				-  Halt			-  Halt All



	Commands with an Application Process Interface Identifier (APID) referencing the C&C MDM as the destination and a Function Code designating the Plan Manager will be validated and placed on the Plan Manager incoming command queue.  The queue length is currently defined to allow up to eleven CCSDS commands.



	During execution the OSTP initiates automated on-board activities through commands to the on-board procedure executor (Timeliner application).  These procedures can be executed without any human intervention and have been compiled into executable formats and verified by ground planning tools.  For additional detailed information, refer to POIC-OC-0006, "OSTP Management  Operations Manual".





3.6.3	Time-Tag Commanding



	Time-tag commands are only available to ground sources of commanding, and not available to on-board sources of commands.  Time-tagged commands are identified by a value of “10” (binary) in the CCSDS header Time ID field. There are two time-tag command queues in the C&C MDM.  One queue is used for general purpose commands with a storage capacity of 200 commands.  The other command queue is used for S-Band and Ku-Band systems Communications and Tracking (C&T) commands and has a capacity 
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of 75 commands.  All incoming time-tagged commands are routed to the general purpose queue unless they have a destination APID for the C&C MDM and have function codes identifying them as S-Band or Ku-Band system commands.



	The time-tagged command queues are internal repositories for commands.  The queues are generated by system users, and are used to execute commands automatically for future operations or contingency situations.  



	These command queues will be used by the POIF for managing data, video, and payload support systems when there's a need for time-tagging.  These time-tag queues will not be used for payload experiment commanding for or by users.  These queues can be stopped and started, and will allow addition and deletion of commands from both the POIC and the SSCC.  



	Deletion of commands in the queue can be achieved either by "delete all" or by "delete time range" commands.  Since the SSCC is the manager of the time-tag command function, they are the only facility that can delete commands in the queues.  The POIC will be required to use voice communications to request the SSCC to delete time-tagged POIC commands.  JOIPs will be developed describing the protocols for deleting POIC commands by the SSCC.  It is possible to clear a portion or the entire queue at once with a “Delete Time Tagged Command” request.



	The maximum on-board execution time placed on commands cannot be more than  336 hours (14 days) ahead of the current queue time.  This is the maximum time set in the software. Normal OPs should be a maximum of 24 hours.  Ground software at the SSCC will check time tag commands and will prohibit the uplink of any command that has the same on-board execution time as another command already in the queue.  The on-board systems will reject a command that is older than four minutes in the past.



	Commands will be executed on-board in chronologically ascending order and at a rate of one command per second per queue.  No hardware constraints exist that would limit frequent changes to the time-tag queues; however, the utilization and frequency of modifications to the queues will be addressed in JOIPs.



	The SSCC will forward a data file to the HOSC containing the status and content of both on-board time-tag queues.  The queue status information will be used by controllers in the POIC to manage payload support system commands and any other time-tag commands sent by the POIC.  Figure 3-4, Time Tag Command Queue Status Information File, lists and describes the file containing this status of the on-board queues.



























3-16

�Msg                                   TIME-TAG QUEUE STATUS INFORMATION FILE��   1     Regular Queue Command Count   (Valid value = "0" - "200")��   2     Communications and Tracking (C&T) Queue Command Count   (Valid value  =  "0" - "75")



��   3     Regular Queue Start / Stop Flag   ��   4     Communications and Tracking Queue Start / Stop Flag��   5     Regular Queue Sync / Out of Sync Flag

��   6     Communications and Tracking Queue Sync / Out of Sync Flag��   7     Command #1 Queue Type   (Regular or C&T)��   8     Command #1 Command Source or Position ID  (Source of the command ex. POIC, SSCC)��   9     Command #1 Command Instance PUI  (Source of PUI, ex. POIC PUI)��  10    Command #1 Command Description  (Command Nomenclature)��  11    Command #1 On-board Destination  (The LDP destination in text value)��  12    Command #1 Execution Time  (On-board execution time in  YYYY:DDD:HH:MM:SS) (GMT)��   :

��   n     Command #N Execution Time

�� 





Figure 3-4    Time Tag Command Queue Status Information File







3.7	Command Responses



	A command response is generated at every processing or routing node that a command passes through.  This includes an acknowledgment of receipt at the destination processor. The processing or routing nodes include the C&C MDM on-board initial processor, any routing MDMs, and the destination processor or EXPRESS Rack Interface Controller (RIC).



	An on-board command counter  signifying the  receipt of a command is sent to the ground from the C&C MDM and the PL MDM.  If a rejection or time out occurs, a command response will pre-empt the telemetry packets in the Housekeeping type II S-Band telemetry defining the cause of the command rejection.  Command responses are also received from all International Partner processors except for the Attached Pressurized Module’s Mission Management Computer (APM MMC).  Command responses from the APM MMC are unique CCSDS packets that can be downlinked in the Housekeeping II telemetry.  However due to their size, the APM MMC packets must first be enabled by the MCC-H to interrupt normal Housekeeping II data.  



	Each command response contains a code indicating success or error in the command validation process.  An error response will indicate only  the first error causing factor found during command validation and does not guarantee the remaining contents of the command packet were valid.



	Refer to Figure 3-5, Command Response Sources for an illustration of where in the command network each command response is generated.  The following is the definitions of command acknowledgments forwarded from the SSCC to the POIC for each command uplinked from the HOSC:
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��





Figure 3-5  Command Response Sources





3-18�	1)  Command Acceptance Response 1 (CAR-1)  -  This is a verification from the 

	SSCC that the command was received and completed SSCC command verification.



		There are 25 software validation checks with corresponding command message 

		codes for the CAR-1 acknowledgment that can be generated at the SSCC for every 

		command from the HOSC.  Refer to  Appendix A, Command Message Response 

		Codes, for a definition of each possible rejection message. 



	2)  Command Acceptance Response 2 (CAR-2)  -  This is a verification from the 

	SSCC that the command was uplinked from the SSCC to the ISS.



	There are two software validation checks with corresponding command message 

	codes for the CAR-2 acknowledgment that can be generated at the SSCC for every 

	command uplinked by the SSCC. Refer to  Appendix A, Command Message 

	Response Codes, for a definition of the possible rejection messages.



	3)  Flight System Verifier 1 (FSV-1)  -  This is a verification and acknowledgment 	that he on-board C&C MDM received the uplinked command.



	There are four software validation checks with corresponding command message 

	codes for the FSV-1 that can be generated on board for every command received by 

	the C&C MDM. Refer to  Appendix A, Command Message Response Codes, for a 

	definition of each possible rejection message.  



	4)  Flight System Verifier 2 (FSV-2)  -  This is a verification and acknowledgment 	that the PL MDM received the command.



	There are 25 software validation checks with corresponding command message 

	codes for FSV-2 that can be generated on board for every command received by the 

	PL MDM.  Refer to  Appendix A, Command Message Response Codes, for a 	definition of each possible rejection message.



		5)  Command Reaction Response (CRR)  -  This indicates the success of a 	command based on one or more telemetry parameter verifiers that are associated 	with the command.  This response is provided from the POIC and defined in the 	OCDB during command database generation.  



		Each telemetry parameter is compared to an expected state or a range of values for a 

		pass/fail determination and must be defined during the telemetry database 

		generation.  In the case of multiple telemetry parameter verifiers, the pass/fail 

		results for each parameter are logically ìandedî to determine success.  A CRR and 

		its associated parameters must be defined in the command database.  



	Refer to SSP 45001 - SSCC to HOSC ICD, for greater details concerning the formats and interface processes of command responses between SSCC and the HOSC.
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3.8	Command Logs



	A history of command activities is provided by the command log function in the C&C MDM.  All commands, data load/file transfer and standard, from on-board sources and their responses are logged and stored in the C&C MDM command logs.  This includes command responses generated by the C&C MDM and lower tier MDM’s command responses received in cyclic data.  



	Commands received  from ground control centers sent via the MCC-H, as identified by the MCC-H source APID in the command, are not logged by this function.  The MCC-H will log all commands it uplinks regardless of the source and or path of the command.  Since all command responses are logged on-board regardless of their origin,  and the information in a command response uniquely identifies the command, the command response log will serve to identify commands uplinked from the MCC-H.



In the C&C MDM (flight 5A and beyond) there will be three command logs:



	1)  CCS On-board Sources Command Log



	2)  CCS Standard Command Response Log



	3)  CCS Data Load Command Response Log



	Each of these logs are maintained on the C&C MDM disk.  Status data from each log includes the time of the last entry and an index or pointer indicating the offset of the last entry in the file.



	The CCS On-board Sources Command Log contains a record of all Standard Commands received from an on-board commanding source.  The On-board Sources Command Log file is a circular log and contains two megabytes of data..  Each command entry in the log contains a time stamp in CCSDS Unsegmented time format that represents the value of the C&C MDM clock at the beginning of the processing frame in which the command was received by the C&C MDM, and the 64 words of the command.  The log may be accessed by the SSCC using a log file dump capability.



	Command responses to Data Load and File and Memory (FMT) Transfer commands are logged in the CCS Data Load Command Response Log, and command responses to Standard Commands are logged in the CCS Standard Command Response Log.  The CCS Standard Command and the CCS Data Load Command Response Logs have the same circular file format.  Each log file has a capacity of 0.5 megabytes.  The capacity of the number of responses is TBD.  Each entry in a response log contains the C&C MDM time that the response was received, the command response containing the first two words of the CCSDS command packet with the command response code, and the origin of the command response.
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	The following scenarios are typical of a payload User’s commanding capabilities to their on-board systems and/or payload facilities. Commanding between the user facilities and the POIC to the ISS requires several steps.  First the POIF transfers the commands to the SSCC for uplink.  The SSCC then integrates the POIC commands into the S-Band station wide uplink.  Once the commands are received on-board they will be processed by the CCS and sent to the destination node. 



	Coordination between the command initiators, the POIC teams, and the SSCC controllers is required to ensure the ground and on-board data communication networks are configured to receive commands from the POIC.





4.1	Experiment User to On-board Experiment



1.  The User prepares commands for uplink to their on-board experiments.



2.  The User reviews the integrated Command Uplink Plan, stored in PIMS, for his 

      scheduled commanding window. 



3.  The User notifies the POIC Uplink/Downlink Officer (UDO) of planned command 

     activities in the upcoming scheduled commanding window.

      

     a.  If a command window is not pre-planned or scheduled, an Operations Change Request  (OCR) must be submitted to the POIC requesting a command window.



4.  The POIC UDO controller verifies the command networks are configured to 	support 

     the scheduled commanding activities.



	a.  Verify that the necessary POIC systems are configured for commanding.



     b.  Ensure adequate TDRSS coverage is available for commanding.



     c.  Verify with SSCC, as needed, that SSCC is configured to support Payload commanding.  (This should only be needed at the start of each period of TDRSS 	     coverage)

 

5.  The POIC UDO controller enables the User and the commanding systems for command 

     activities.



6.  The POIC UDO controller informs the enabled User that command systems are  

     configured.



7.  The User transmits commands to the EHS for processing (all payload commands will  

     be routed through the EHS regardless of where the user is physically located).



8.  EHS receives the commands and processes them into the composite link to the 	SSCC.
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9.  SSCC receives the commands and processes them  into the composite uplink to 	he ISS 

     through the TDRSS.



10. The commands are received on-board by the C&C MDM’s Command and Control 

      system (CCS) software.



11. The CCS checks the command APID.  If the destination is the PL MDM, the CCS 

      routes the command to the PL MDM via the 1553-B data bus



12. The Payload MDM receives the command and checks the command APID for any 

       further routing.



13. The Payload MDM sends the commands to the appropriate experiment via the 1553-B 

      data bus.



	a.  If the command destination is the EXPRESS facility, the command will be sent to the Rack Interface Controller (RIC) inside the EXPRESS rack.



       b.  The RIC will process and route the command to lower tier facilities within the   

       EXPRESS Rack if required.



14. The Users will verify their commands through ground/on-board command responses 

      and telemetry.





4.2	POIC Controller to Payload Support Systems



1.  The POIC controller prepares commands for uplink to on-board payload support 

     systems.



2.  The POIC controller notifies the POIC UDO of the desired commanding to on-board 

      systems and they determine if the commands should be real-time commands or placed 

      in the time-tag command queues.



3.  The POIC UDO verifies the command networks are configured to support command 

      activities at the scheduled time.



      a. Verify the POIC commanding systems are configured to support the command 

          window.



      b. Ensure there is adequate TDRSS coverage for the command window.



      c. Verify with the SSCC as needed that the SSCC commanding systems are configured 

          to support payload support system commanding  (This should only be necessary at 

          the start of each TDRSS coverage).

  

4.  The POIC UDO controller will enable the User and the command systems for 

     command activities.



5.  The POIC UDO controller will inform the POIC controller that command systems are 

      configured.
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6.  The POIC controller will transmit the commands into the EHS.



7.  The EHS receives the commands and processes them into the composite link to the 

     SSCC.



8.  The SSCC receives the commands and processes them  into the composite uplink to the 

      ISS through the TDRSS.  (Joe: If rejected, go to ?)



      a.  If the command is for the time-tag queues, the SSCC will verify the execution time   

           of the command and reject the command if its execution time is the same time as 

           another command in the time-tag queue.



      b.  If the time-tag command’s execution time is not the same as another command in the 

           queue, the command will be uplinked.



9.  The commands are received on-board by the C&C MDM’s Command and Control 

     system (CCS) software.



10. The CCS software checks the command  APID destination and routes the command to 

      the appropriate end system processor via the 1553-B data bus  - OR - 



11. If the command destined for the time-tag queues, the CCS software will place the 

       commands into the appropriate command queue (General Purpose or Communications 

       and Tracking (C&T)) until the assigned command execution time.



12. The POIC controller will verify commands through the ground and on-board command 

       responses and downlinked telemetry.





4.3	POIC Commanding Through the Orbiter Interface



	Currently no plans exist for POIC to command through the orbiter when it is attached to ISS.  This command interface is reserved for MCC-H commanding.  SSP 41154 -  Onboard to USGS Command and Telemetry ICD, describes the process and interfaces for this type commanding.
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�SECTION 5,  Functional Flow Diagrams



	Once SSP 45001, Part 2 - SSCC to HOSC ICD and the HOSC to TSC ICD’s are baselined, the interfaces and process for commanding between TSC, POIC, and SSCC can be developed.





5.1	Command Plan Management Tool (CPMT) Functional 	Flow



See Figure 5-1, Command Plan Management Tool (CPMT), for the processes required for the CPMT.
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FIGURE 5-1  COMMAND PLAN MANAGEMENT TOOL (CPMT)
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�Appendix A

	

Command Message Response Codes



DESCRIPTION:  Command Acceptance Response #1 (CAR-1)



Command response message types:



1 = Command successfully received.

2 = Illegal source message key.

3 = Illegal Application Process Interface Identifier (APID).

4 = Illegal activity.

5 = Invalid source.

6 = Invalid destination.�7 = Packet sequence count error (command still accepted).

8 = Invalid message length value in message header.

9 = Invalid message type.

10 = Invalid message subtype.

11 = Message type/user data field mismatch.

12 = Invalid user data format.�13 = Time sent is too old (not within plus 5 to minus 30 seconds.)

14 = Message checksum error.

15 = Source control center (HOSC) is disabled from commanding.

16 = MCC-H command system is currently disabled from commanding.

17 = Uplink queue is full.

18 = CCSDS command checksum error.

19 = Invalid CCSDS packet size for S-band path.

20 = Invalid CCSDS packet size for Early Communication System path.

21 = Illegal code in time ID field. 

22 = Illegal CCSDS packet type.

23 = Invalid value of secondary header present flag.

24 = Invalid length of CCSDS packet.�25 = Illegal element ID. Valid values for message subtype 2.





DESCRIPTION:  Command Acceptance Response #2 (CAR-2)



Command response message types:



1 = Command uplinked successfully.



2 = Uplink Front End Processor (FEP) interface error encountered.
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	Command Message ReSponse Codes (continued)



DESCRIPTION:  Flight System Verifier #1 (FSV-1)



Command response message types:



1 = Command received successfully by U.S. segment.

�2 = Error code received from U.S. segment.

�3 = Command was not received on-board the US segment.

�4 = Command Server is not able to determine whether or not the command was received 

       on-board the US segment � �When the command response message type value = 2, the response will contain the command response code supplied by the U.S. segment with an identifier of the on-board computer which rejected the command.
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Command Message ReSponse Codes (continued)



DESCRIPTION:  Flight System Verifier #2 (FSV-2)



Command response message types:



Ack Code�Mnemonic�Description

��0�PASS �Command successfully received at payload MDM.��1�ISEQ �Sequence error.��2�CSUM�Checksum failure.��3�APID �Invalid APID.��5�TIM1 �Time authentication failure.��6�TIM2 �Time-tag error: execution time too far in future.��7�TIM3 �Time-tag error: execution time in past��8�TQUE �Time-tag queue full.��9�TDUP �Time-tag error: duplicate time value.��10�SMOD �Invalid station mode.��11�RQUE �Command routing queue full.��13�AQUE �Application queue full.��14�DUMP �Invalid dump address.��15�ROUT �Command routing error.��51�CINH �Command inhibited.��52�CODE �Illegal command code.��53�PARM �Command parameter error.��54�CSEQ �Improper command sequence.��61�FUNC �Command function unavailable.��62�COMP �Incompatible operational state.��63�BUSY �Commanded device or process busy.��64�ORUV �Command Orbital Replacement Unit (ORU) unavailable.��65�ORUF �Command Orbital Replacement Unit (ORU) failed.��102�ICOM �Invalid component.��103�ISTA �Invalid in current state.��

�Valid values for this FSV subtype:

�Bits 1-32 are equal to bits 1-32 of the uplinked CCSDS packet.

�Bits 33-48 are a 16-bit response code defined by the destination MDM.

�Bits 49-64 are a 16-bit counter of CCSDS packets received by the destination MDM.
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ABBREVIATIONS AND ACRONYMS
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�Appendix B 

 	

Abbreviations and Acronyms 





ACK	Acknowledge

AOS	Acquisition of Signal

APID	Application Process Interface Identifier

APM	Attached Pressurized Module

APM MMC	Attached Pressurized Module Mission Management Computer

APM-OC	Attached Pressurized Module Operations Center

APS	Automated Payload Switch

ASI		Agencia Spatiale Italiano (Italian space agency)



C&C MDM	Command and Control Multiplexer/Demultiplexer

C&DH	Command and Data Handling

C&T	Communications and Tracking

CAR	Command Acceptance Response

CCS	Command and Control System 

CCSDS	Consultative Committee for Space Data Systems

CHeCS	Crew Health Care System

COR	Communications Outage Recorder

CPMT	Command Plan Management Tool

CR		Change Request

CRR	Command Reaction Response

CSA	Canadian Space Agency

CSOC	Canadian Space Operations Center 

CVT	Current Value Table



DRAM	Dynamic Random Access Memory



EEPROM	Electrically Erasable Programmable Read Only Memory

EHS	Enhanced HOSC System

ESA	European Space Agency

EXPRESS	EXpedite the PRocessing of Experiments to Space Station



FEP		Front End Processor

FMT	File and Memory Transfer

FSV	Flight System Verifier



H&S	Health and Safety

HOSC	Huntsville Operations Support Center

HRFM	High Rate Frame Multiplexer



I/F		Interface

ICD		Interface Control Document

ID		Identifier

IDD		Interface Design Document

IP		International Partner

IPCC	International Partner Control Center

ISPR	International Standard Payload Rack
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ISS		International Space Station

JEM	Japanese Experiment Module

JOIP	Joint Operations Interface Procedure

JSC		Johnson Space Center



Kbps	Kilo-bits per second



LDP	Logical Data Path

LSB	Least Significant Byte

LSW	Least Significant Word



MBF	Mission Build Facility

MCC-H	Mission Control Center - Houston

MCC-M	Mission Control Center - Moscow

MDM	Multiplexer/Demultiplexer

MPLM	Mini-Pressurized Logistics Module

MSD	Mass Storage Device

MSFC	Marshall Space Flight Center



NASDA	National Space Development Agency of Japan

NSOC	NASDA Space Operations Center



OCDB	Operational Command Database

OCMS	Operations Control Management Software

OCR	Operations Change Request

ODIN	On-board, Data, Interfaces, and Networks (SSCC controller)

OEV	On-Board Editor Viewer

OIU		Orbiter Interface Unit

ORU	Orbital Replacement Unit

OSTP	On-orbit Short Term Plan



PCC	Partner Control Center

PCS	Portable Computer System

PDL	Payload Data Library

PEHG	Payload Ethernet Hub/Gateway

PES		Payload Executive Software

PI		Principle Investigator

PIMS	Payload Integration and Management System

PL		Payload

PL MDM	Payload Multiplexer/Demultiplexer

POD	Payload Operations Director

POIC	Payload Operations Integration Center

POIF	Payload Operations Integration Function

PPS		Peripheral Processor System

PUI		Payload Unique Identifier



RAM	Random Access Memory

RIC		Rack Interface Controller

RSA	Russian Space Agency
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SSCC	Space Station Control Center

SSIPC	Space Station Integrated Promotion Center (NASDA)

SSP		Space Station Program

SW		Software



TBD	To Be Determined

TBR	To Be Resolved

TCP/IP	Transmission Control Protocol/Internet Protocol

TDRSS	Tracking and Data Relay Satellite System

TSC	Tele-Science Center



UAS	User Application Software

UDO	Uplink/Downlink Officer

UIL		User Interface Language

UOF	User Operations Facility

US		United States

USGS	United States Ground Segment

USOC	United States Operations Center

USOS	United States On-Orbit Segment



WSC	White Sands Center

WSGT	White Sands Ground Terminal



ZOE	Zone of Exclusion
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to be determined and to be resolved items
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�Appendix C



 	List of To Be Determined (TBD) and To Be Resolved (TBR) Items





Section	Page		Item		Description	



3.2.2	3-5		TBD		HOSC to TeRC command interface



3.2.3	3-5		TBD		HOSC to ARC command interface



3.2.4	3-5		TBR		ESA command group capability



3.3	3-10		TBD		Archive Request File interface between 

					HOSC and SSCC



3.7	3-20		TBD		Storage capacity of command responses in 

					the Onboard CCS Data Load Command 

					Response Log		

































































C-1

POIF-OC-0004, Baseline

9/15/98










